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Agenda

• Abstract, philosophical logic 

vs. 

concrete, implemented systems

• Different relations between norms and e-

institutions 

• Norm verification and enforcement

• Norms for software agents?

• Conclusions
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Background

• With the advent of the Internet open multi agent 
systems represent a very important application area
of multi-agent systems.

• Examples:
• open electronic marketplaces, 

• virtual supply chains, 

• inter-organisational workflow, 

• collaborative design and project management, etc.
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Institutions

ENVIRONMENTENVIRONMENT

Create regulated agent environments via institutions in 
the sense proposed by North “… set of artificial constraints 
that articulate agent interactions”.

AGENT1

AGENT2

AGENT3

ELECTRONIC
INSTITUTION

constraints

AGENT1

AGENT2

AGENT3

Rules
Players
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E-institutions

• E-Institutions are open systems :

• Agents come and go

• Agents are black boxes

• In order to provide a safe and stable environment the 
institution must “control” the agent interactions

Solution: Specify constraints to which the 
agents have to comply within the institution

Problems: 
1. Constraints are sometimes to tight and rigid 
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Admissable states and constraints

Violation states Admissable states

Known admissable statesAllowed states
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E-institutions

• E-Institutions are open systems :

• Agents come and go

• Agents are black boxes

• In order to provide a safe and stable environment the 
institution must “control” the agent interactions

Solution: Specify constraints to which the 
agents have to comply within the institution

Problems: 
1. Constraints are sometimes to tight and rigid 
2. Not all correct behavior can be forced 

through constraints.
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Obligations

After an agent has won an item on the auction 
it has to pay for it

⇒
Oblige to pay

⇒
Fa(pay) or constrain all actions accept paying

But there is no guarantee that anything will 
happen!
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E-institutions

• E-Institutions are open systems :
• Agents come and go

• Agents are black boxes

• In order to provide a safe and stable environment the 
institution must “control” the agent interactions

• Solution: Specify constraints to which the agents 
have to comply within the institution

• Problems: 
1. Constraints are sometimes to tight and rigid 
2. Not all correct behavior can be forced through 

constraints.

• Solution: Use norms.
• Why?: Used in the “real world”. Are more “flexible”.
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Norms and electronic institutions 

1.Are the norms specified consistent 
and/or complete?

2.How do institutions ensure that norms 
specified in their regulations are 
fulfilled?

a) Verification of protocols against norms

b) Enforcement of norms in the institution

3.How do agents reason about actions in 
the presence of norms?
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Are the norms specified consistent and/or 
complete?

• Assumption: Use deontic logic

• Problem: Levels of abstraction.

It is forbidden to 
discriminate between 
potential organ recipients 
based on age

All personal data of organ 
donors and recipients should 
be known before the 
transplant

Forbidden to register the 
age of the organ recipient

Obliged to register the age 
of the organ recipient
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Norms and electronic institutions 

1. Are the norms specified consistent 
and/or complete?

2. How do institutions ensure that norms 
specified in their regulations are 
fulfilled?

a) Verification of protocols against norms

b) Enforcement of norms in the institution

3. How do agents reason about actions 
in the presence of norms?
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Verification of Norms in electronic institutions 

How do institutions ensure that norms 
specified in their regulations are fulfilled by 
the interaction processes (and that the 
institution satisfies some desirable properties 
such as “fairness”)?

Conjecture: Formally specify the norms and 
the interaction processes and proof that the 
processes fulfill the norms.

24 July 2006 14Universiteit Utrecht

Problems with norms

NORMS

Electronic institutions

Natural language 
Abstract
General
Declarative

Operational
Precise
Processes + Data only

BIG GAP
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• Regulation: It is forbidden to discriminate 
potential recipients of an organ based on 
their age (race, religion,...)

• Formal norm: F(discriminate(x,y,age))

• Procedure: does not contain action 
“discriminate”

Example:
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Abstract Norms

Norms can be abstract in the following ways:
1. They are referring to an abstract action

that can be implemented in many ways
2. They use terms that are vague and that 

have to be defined separately
3. They abstract from temporal aspects
4. They abstract from agents and or roles
5. They refer to actions or situations that are 

not (directly) controllable and/or checkable
by the institution
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Abstract actions and counts-as

NORMS

Electronic institutions

Institution’s-
Regulative norms

“brute facts”

Institution’s -
Constitutive norms
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No institution without counts-as

(Searle,1969)
[…] “institutions” are systems of constitutive rules. Every 
institutional fact is underlain by a (system of) rule(s) of the 
form “X counts as Y in context C”.

Therefore, no eInstitution without a theory of counts-as!

We want a formal theory of counts-as (in logic).
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The classificatory and definitional sense

(Searle,1969) on “constitutive rules”: 
“The rules for checkmate or touchdown must define checkmate in 

chess or touchdown in American Football.”

(Hart,1958) on “classification rules”:
“[Suppose a] legal rule forbids you to take a vehicle into the 

public park. Plainly this forbids an automobile, but what about 
bicycles, roller skates, toy automobiles? […]. There must be a 
core of settled meaning, but there will be, as well, a penumbra 
of debatable cases […].”
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The classificatory and definitional sense

A counts-as B in context C

Defines A as being a B in context C,

But this definition is restricted to what is 
ontological a possible classification of 
being a B.

Example:
“showing my handkerchief” counts-as 

“identification” in context “DEON06”
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Current work on counts-as 

• Current work of Davide Grossi combines classificatory 
and constitutive sense of counts-as in a modal 
framework (see his presentation)

• This counts-as the work of UU on “counts-as”
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Abstract Norms and temporal aspects

In the Netherlands, when a person becomes a 
full professor he is obliged to give an inaugural 
lecture.

When is this supposed to happen?
On the day of the appointment?
Within a year of appointment?
Sometime before retirement?
Sometime in the future?
…
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Obligations with deadlines 

δ

ρ
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A dyadic obligation

Semantical definition: 

Logical characterization in CTL:
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New questions

1. Do obligations persist after they have been 
fulfilled?

2. Do obligations persist after the deadline?
3. Do violations persist?
4. What happens if the deadline can never be 

true?
5. What if the deadline is already true when 

the obligation arises?
6. What is the relation between obligations, 

prohibitions and permissions?

See the work of Jan Broersen for some 
(preliminary) answers
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Norms on agents, roles, groups, 
organizations

The electricity company is obliged to deliver electricity 
to all its customers 24 hours per day.

How does an obligation for a (structured) group of 
individuals translate into obligations to the 
individuals?

Depends on:
1. Plans to fulfill the obligation
2. Group structure
3. Coordination actions
4. Monitoring and control actions

Involves concepts such as:
Power, delegation, capabilities, knowledge, trust, 

responsibility, …
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Norms and electronic institutions 

1. Are the norms specified consistent 
and/or complete?

2. How do institutions ensure that norms 
specified in their regulations are 
fulfilled?

a) Verification of protocols against norms

b) Enforcement of norms in the institution

3. How do agents reason about actions 
in the presence of norms?

24 July 2006 28Universiteit Utrecht

Laws,
regulations

Laws,Laws,
regulationsregulations

Language for norms
(Formal & Computational)

Language for normsLanguage for norms
(Formal & Computational)

Electronic InstitutionsElectronic Institutions

Norm enforcementNorm enforcement
mechanismsmechanisms

Normative AgentsNormative Agents

Norms in Norms in 
delliberationdelliberation

cyclecycle

Norm enforcement
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Enforcement of Norms

1. Regiment norms or enforce them through 
reacting on violations?

1. Efficiency

2. Controllability

3. Agent strategies

2. How to sanction agents in e-Institutions?

1. What is a sanction?

2. Sanction the agent or the person employing the agent?

3. How are sanctions implemented?
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constraints and triggers as defined in 
Islander
1. Integrity constraints

2. Dialogical constraints (triggers)
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Regimentation and enforcement

Set of norms

regimentation

Substantive regulation

Set of norms

regimentation Set of norms
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Enforcement: Different types of Norms

• Substantive norm:
• “The National Transplant Organization is not allowed to use 

racial data for allocating organs to patients”.

• Check norm:
• “The inspecting authority should perform random checks of the 

compliance to the previous norm every two months ...”.

• Reaction norm:
• “If racial data are used in the allocation process, then the 

hospital has to be fined accordingly.”
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Levels of enforcement

• The more levels of enforcement the richer 
the interaction possibilities and strategies
Example: Speed control

1. Speed limiters on the cars/trucks

2. Cameras along all roads catching all speeding cars

2a. Random controls

3. Cameras manned by persons

• Stop at which level?
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Levels of enforcement

1 level of enforcement for e-Institutions

Regimentation is too rigid and can increase 
complexity of interaction
Example: guaranteed payment

More than one level of enforcement is not 
needed, because the “enforcement 
mechanisms” are under full control of the e-
institution
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Sanctions

Not all human sanctions have a natural 
counterpart in e-Institutions!

1. Agents do not have money

2. Agents do not have a physical body

3. Agents do not mind being incarcerated (temporal 
elements!)

4. Agents do not have a need to socialize

5. Agents are not afraid to die

Do we punish the agent or the person 
employing the agent?
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Sanctions

Two ways of executing a sanction on agents:

1. Preventing the agent of taking some action

2. Executing an action on behalf of the agent

In general: The more “intelligent” an agent is, 
the harder it is to sanction the agent.

A reactive agent can be restricted easier than 
a goal directed agent
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From abstract norms to norm enforcement 
mechanisms

Electronic institutions

NORMS natural language

Operational
Constraints and triggers

Abstract NORMS formal declarative

Concrete NORMS formal procedural

Operational constraints
operational 
contextualised
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Concrete Norms

NORM := NORM CONDITION,
VIOLATION CONDITION, 
DETECTION MECHANISM,
SANCTION,
REPAIRS 

VIOLATION CONDITION := formula 
DETECTION MECHANISM := {action expressions}

SANCTION := PLAN 
REPAIRS := PLAN 

PLAN := action expression| 
action expression, PLAN 

24 July 2006 39Universiteit Utrecht

From abstract norm to implementation

It is forbidden to 
discriminate between 
potential organ recipients 
based on race/religion/…

regulation

F(discriminate(x,y)) formal declarative

FORBIDDEN(a, DO assign(organ,x,G) IF better(y,x) and contains(G,y)) 
contains(G,x) and contains(G,y) and better(y,x) and 
assigned_to(organ,x)
send(a,gov,record(G,x)) and check(gov, record(G,x))
NOT pay(gov,a)

formal 
contextualised

uttered(a,gov,send(record(G,x))) /\ better(y,x) /\ contains(G,y) → ⊥
uttered(a,gov,send(record(G,x))) /\ better(y,x) /\ contains(G,y) →

~uttered(gov,pay(a))

operational 
contextualised
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From abstract norm to implementation

Work on verification of protocols with respect to norm 
compliancy and norm enforcement is done mainly by 
Huib Aldewereld and will result in a PhD thesis this 
year.
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Norms and electronic institutions 

1. Are the norms specified consistent 
and/or complete?

2. How do institutions ensure that norms 
specified in their regulations are 
fulfilled?

a) Verification of protocols against norms

b) Enforcement of norms in the institution

3. How do agents reason about actions 
in the presence of norms?
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Deliberative Normative Agents

• Are able to recognize the existence of norms
• Can decide to adopt a norm
• Can deliberately follow the norm
• or violate it in specific cases
• Can react to violations of the norm by other agents

• Have norms as mental objects
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Consequences for the agent architecture

• how do norms influence the behaviour of the agent? 

• the agent should be a cognitive agent: 
it should have some representation of  beliefs, 
goals, intentions, etc.; e.g., the BDI-architecture 

• decision to obey the norm is a motivated ‘conscious’
separate decision 

• architecture should include some facility for reasoning 
about applying the norms and subsequent combination of 
the result with the goals and actions of the agent
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B-DOING agents

obligations desires norms

beliefs goals

intentions

goal 
maintenance

intention 
maintenance

24 July 2006 45Universiteit Utrecht

Sources of motivation

Desire: buy book as 
cheap as possible

Amazon: $40

Ordered+ 
canceled: $10

e-Bay: bid $35

Win+cancel: 
bad reputation

El Cheapo: commit <$30

Offered for $28

Preferred 
according to 
Obligations

Preferred 
according to 
Norms

Preferred 
according to 
Desires
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B-DOING logic

• Goals and Intentions defined as standard KD 
modalities

• Beliefs defined as standard KD45 modality
• Desires explicit set of formulas closed under 

implication by necessity
• Norms and Obligations based on Prohairetic

Deontic Logic (preference based)

24 July 2006 47Universiteit Utrecht

Reasoning about the motivations

Olaw
aAm(paid(40))

Ocom
aeBay(paid(35))

Olaw
aElC(paid(28))

Nlaw(G(φ)| Olaw
aAm(φ))

Ncom(G(φ)| Ocom
aeBay (φ))

Nlaw(G(φ)| Olaw
aElC (φ))
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Reasoning about the motivations

Olaw
aAm(paid(40)) ∧ Ocom

aeBay(paid(35)) ∧ Olaw
aElC(paid(28)) ∧

Da(paid(minimum)) ∧ Ncom(G(φ)| Ocom
ab (φ)) ∧ ¬paid(Am,40) ∧

¬paid(eBay,35) ∧ paid(ElC,28) 

→

DO(Am,Payfine) ∧ Badreputation(eBay) ∧ paid(minimum)
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Conclusions

1. Norms are useful to regulate agent behavior within 
electronic institutions

2. Norms are too abstract to implement directly in electronic 
institutions

3. Eventually all norms are implemented by 

1. Constraints

2. Triggers on violations

4. Adding some translation steps can alleviate the problem

5. Ontological differences between abstraction levels have to 
be dealt with (using “counts-as”)

6. We need different deontic logics to capture different 
aspects of norms (or a very rich and complicated one)

7. The idea of normative agents is nice, but still needs a lot of 
work
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